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Response & Distribution

* Total 181 questionnaires received (15.1%)

— Response Distribution agrees with actual
distribution

Secondary

School -
Special
48% School
9%
Primary
School ~ —— International
42% School

1%




Work Load of Technical Staff

» About 100 sets of computers (desktop & notebook)
were to be managed by every school

* Number of full time technical staff to support the
school network

Others
25%

Common IT Services in School
e Common IT Services in School

— Web servers (62%), FTP servers (49%),
database servers (42%), mail servers (30%)

» Not included in the core IT services

* Not sufficient configuration guidelines
issued by ED

» High Risk: Internet servers are common
hacking target




Wireless LANSs

1/3 of schools — already installed in school

1/3 of schools — planned to implement before
2004
The rest —no plan to implement by 2002 June

WLAN again not included in core IT services

High Risk: open internal network to next
door attackers

* 21% of schoo§ﬁg¥ili\r{£osmi¥t?£ 1C tco) ¥hl§SAMS network

from the ITED (Arrow 1 — High Risk)

* 16% of schools had incoming traffic to the SAMS network
from the Internet (Arrow 3 — Very High Risk)

Teaching & Learning
. Network




Remote Access

* 37% schools — provide remote access to staff &
students
— Only 18% — VPN in remote access
— 15% — dialup without a call back
— 63% — using FTP
— 26% — using Telnet
— 30% - using Remote NT Logon

* VERY HIGH RISK — Insecure Remote Access
to the heart of school network where sensitive
data reside.

Firewall

Note: Firewall is a basic defense on the perimeter against Internet
* 50% of schools — No Firewall implemented

Who defines the security rules?

/ Don't Know 3%

Default Setting 5%

IT Team 45% —

/

TSS 15% T Vendor 32%

* Only 30% of schools have properly configured
firewall




Firewall

How often are these rules reviewed in the past 12 months ?

3 times or more Don't Know
14%

0 times

e Now: 23% WITHOUT firewall rules review

Good Practice: rules reviewed when there is a change or 2 time
per year.

Backup Practice

* 939% schools — data backup practice

» 14% schools — performed the periodical
recovery test of backup data

* Purpose of backup:
Isn’t it for recovery when necessary?




Incident Handling
Ever sought assistance from the following external parties to deal
with security incidents in your school in the past 12 months?

External parties seeked for assistance in the past 12 months
Frequency

60
10 [ r n1-2
20 | 03-5
OT_.-—‘F_I n _H = >

ED/ITSD Police HKCERT Vendor Friends / Professional ~ Other
Colleagues Association  security

related

bodies

* Schools do not know proper channel to report Incident

Security Policy

* 64% schools — no written security policy

 Security Policy

— It defines the direction of security, the roles and
responsibilities of staff and the requirements to
comply with.

— No policy = these definitions are not clear




Summary (1)

* ED is out of sync. of some common IT services
in school and has not issued sufficient
guidelines

 Web, FTP, Wireless LAN and Remote Access
are very common IT services in schools.
Unsecured WLAN & Remote Access are
especially regarded as HIGH RISK.

» Connection from the Internet to SAMS —
VERY HIGH RISK

Summary (2)

 Improper firewall management (update patch,
review security rules..) — HIGH RISK

* Schools — don’t know the proper channel to
report Incident

* Schools — not enough knowledge to handle
and aware IT security
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