InfoSecurity @ HK

are you confident to proceed?
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McAfee says (2008)

McAfee

 Hong Kong ( .hk), which was ranked
28th most risky overall in 2007, 1s now
the most risky TLD.



What does it mean?

« AJoke? NOPE

 Reputation, Labeling
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« Trust and Confidence >k |
e Blocking --> ACE€SS

 Business Opportunities

Access Denied

e Communication and Existence



Riptech said (2002)

Figure 26: Attacks Per Internet Capita
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Breaking News - Security:

Study Finds Israel & Hong Kong Hotbed For Cyberattacks

As reported by Elinor Mills Abreu: Which part of the world has the dubious distinction of being the most active
hotbed of computer hacking?

Among the most highly wired economies, more cyber attacks originate from Isracl and Hong Kong on a
per-Internet-user basis than anywhere else, while Kuwait and Iran top the list of the category of countries with
fewer Internet users, according to a study released.

Overall, the United States generates by far the most cyber attacks, followed by Germany, South Korea, China
and France, according to a report from Riptech Inc., a managed security service provider based in Alexandria,
VA.




omewhere In Time

2007 Mar .HK
e 2007 Mar+ .FM

e 2007 Jun AT Friduy; Fabrumry 29; 2008

This. is. Rock. phish.

While we wait for the abuse messages to go through, lets have a quick
® 2 O O 8 F e b E S paypal-user-confirm.com have been pointing to this same IP address.

Turns out that's quite a list, here's a sampling:

paypal-secure-login.com
citibank.com.defelopourl.es
citibank.com.defelopour3.es
citibank.com.defelopourd.es
citibank.com.defelopourtl.es
citibank.com.fgh45.hk
citibank.com.fghé&7.hk
citibank.com.had.st
citibank.com.host56.hk
citibank.com.losacl.es
citibank.com.losacl.es
citibank.com.losac2.es
citibank.com.platonivS.es
citibank.com.platoniv?.es
citibank.com.platonivi.es
citibank.com.radic78.net
citibank.com.raduod.es
citibank.com.readyonline.es
citibank.com.torbirtl.es
citibank.com.torbirtd.es
citibank.com.torbirt7.es
citibank.com.trek.st
bibform.hsbc.com.defelopourl.es
bibform.hsbc.com.defelopourd.es
bibform.hsbc.com.defelopourd.es
bibform.hebec.com. £gh&7.hk




Balance of Opportunity vs RiIsk

Opportunity vs Risk

° Problems

. Risks of phishing
and abuse evaluated

« Creates a shortage
of available domain
names

. Creates in-
confidence when
some preoccupied
domains return to
the poll and being
reused

. Domain Tasting once was popular in domain
registration. Itwas seen to genearte much
opportunity in the domain name game.

. But problem also arised ... such that the GNSO
of ICANN eventually made policy to ban it.



Partnership

« HKDNR shared experiences in
APCERT and Anti-Phishing
Working Group on combating
abuse of domain registration

« Empowerment in Contract
« Registration procedure

e Inteligence and sharing of
Information



Partnership



Problems beyond

Domain Registration Abuse (HKDNR)
e new area: ... Registry -- Registrar
 Domain poisoning (ISP, Data Centre)

« comcast.nethijacked in May 2008 by
hacker group Kryogeniks

 Malicious web site (Hosting, Site Owner)

« Search Engine redirectioninjection (Google
Introduce badware report)



IS this rather the main theme?

« Malicious Web Sites by mass
compromise

e 2007 A batch of 10,000 Italian
web sites injected i-frames

e 2008 More massive code
Injection everywhere

e So this becomes a general

problem of Hong Kong, too.
http://ddanchev.blogspot.com/2008/
05/yet-another-massive-sql-

injection.html



Questions to Ask

How much do you know about your security risks?

« Depends on inteligence from McAfee, Riptech, Google ... ?!

How ready you are to respond to security attacks?
« Gowt., regulated industries -- mandate higher standards?
 Enterprise -- promote higher standards?
e SMEs (most vulnerable) -- promote best practices?
« How much awareness is sufficient?

« How aggressive or proactive do we want our governme nt?
What is the mix of public and private that is suita ble for Hong
Kong?



Open for Discussion




