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Computer ForensicsComputer Forensics

�� Major types of technology crimesMajor types of technology crimes

�� Computer Forensics Computer Forensics –– a tool to detect a tool to detect 
crimescrimes

by    Lewis Tse (ISFS)



Excellent IT Infrastructure in HKExcellent IT Infrastructure in HK
� Milestones:

– Electronic Service Delivery (ESD) 
Scheme won the Stockholm Challenge 
Award in 2001

– HK ranked first in the International 
Telecommunications Union 
Mobile/Internet Index 2002

– Broadband reaches all commercial 
buildings and nearly all residential 
buildings



Computer Crime StatisticsComputer Crime Statistics
(Police cases only)(Police cases only)
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Major Types of Technology CrimeMajor Types of Technology Crime

� Internet Bank Fraud
� Online Credit Card Fraud/ Identity 

Theft
� E-mail Scam/ Advanced Fee Fraud
� Online Auction Fraud
� Corporate Identity Theft/ Domain 

Hijacking / Phishing
� Pornography & Child Porn



OnOn--line Bankline Bank

TransactionTransaction
ServerServer

LoginLogin
ServerServer

Make illegal Make illegal 
transactions to transactions to 
steal moneysteal money

Using someone elseUsing someone else’’ss
personal data to create personal data to create 
Internet bank account.Internet bank account.

Internet Bank FraudInternet Bank Fraud



37233723--56435643--12341234--09090909
20042004--JANJAN

Online Credit Card Fraud/ Identity TheftOnline Credit Card Fraud/ Identity Theft

CriminalsCriminals

VictimizedVictimized
OnOn--line Shopline Shop

Credit Card InformationCredit Card Information
of someone elseof someone else

UnidentifiedUnidentified
postal address to postal address to 
receive the goods, e.g. receive the goods, e.g. 
convenience storeconvenience store



EE--mail scams / Advanced Fee Fraudmail scams / Advanced Fee Fraud

From: Sani Wab <saniwab@yahoo.com>
Subject:            Confidential Proposal

Dear Sir,

I know you will be surprised  to receive this letter.  I am CAPT.
SANI  IBRAHIM of the Democratic Republic of Congo (Central 
Africa Republic) and the former special Aide de Camp of the 
incumbent President, LAURENT KABILA … I got a total sum of
US22 MILLION ... For your efforts, I am  prepared to offer you
30% of the total sum of the money if you will assist me to transfer 
this money into your account overseas … Please note that this 
transaction is risk free.



OnOn--line Auction Site line Auction Site 

Victims come Victims come 
from all over from all over 
the world.the world.

Posting message Posting message 
on auction site on auction site 
which alleged that which alleged that 
having high value having high value 
goods for sell.goods for sell.

The victims deposit The victims deposit 
money into an money into an 
untraceable bank untraceable bank 
account.account.

Online Auction FraudOnline Auction Fraud



Pornography & Child PornPornography & Child Porn

� Chat rooms, ICQ, mIRC, …

� Use of technology: encryption, 
password protection, steganography

� Exchange of porn images and videos 
online

� Related sex crimes



What is Computer What is Computer 
Forensics ?Forensics ?



Preservation and Presentation of Preservation and Presentation of 
Digital EvidenceDigital Evidence



PhysicalPhysical vsvs DigitalDigital
� Physical evidence

– Fingerprints

– Bloodstains
– Gun shot powder

– Fabrics

� Local
(confined in a certain area)
� Purpose:

– Matching

� Digital evidence
– Deleted files
– System logs
– E-mails
– ICQ records

� Without boundaries
� Purpose:

– Forensic Investigation
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Computer Forensics Computer Forensics 
LaboratoryLaboratory

� A new Lab was officially opened in Sept 
2002

� Meet the Needs of the Court – proof
beyond reasonable doubt

� Develop and maintain an “Accredited
Computer Forensics Capability”

� Develop standard and legally accepted 
procedures among local law enforcement



Computer Forensics Computer Forensics 
LaboratoryLaboratory

To combat crime and meet the 
challenge of Digital Evidence


