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Types of Logs

• Content
– information, alerts, warnings, fatal errors

• Source
– applications, systems, drivers, libraries

• Format
– text, binary
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Typical information in Logs

• Date and time of event
• The name of system that generates the event
• The name of application generates the event
• Description of the event
• Category and severity of the event
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Log formats to be explored

• Unix syslog
• Windows Event Log
• Web Server Log
• Firewall Log
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Unix

• System log is controlled by the syslogd
daemon
– A background process
– Write in a directory

• /var/adm/syslog (HP-UX)
• /var/log (Linux)

– Mostly in plain text format
• Directly viewable by a text-editor
• Can be parsed by standard Unix tools like sed, grep
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Facility vs Severity

Severity Levels

0 - Emergency (emerg)
1 - Alerts (alert)
2 - Critical (crit)

3 - Errors (err)
4 - Warnings (warn)
5 - Notification (notice)

6 - Information (info)
7 - Debug (debug)

Common Facilities
• auth - authentication (login) messages
• cron - messages from the memory-resident 

scheduler
• daemon - messages from resident daemons
• kern - kernel messages
• lpr - printer messages (used by JetDirect cards)
• mail - messages from Sendmail
• user - messages from user-initiated 

processes/apps
• local0-local7 - user-defined (local7 is used by 

Cisco equipment and Windows servers)
• syslog - messages from the syslog process itself
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Format of “syslog.conf”

facility.severity log-file-name

Examples
kern.*           /var/log/example.log
lpr.emerg /var/log/example.log

local7.debug         /log/enterprise.log

*.*         @mylogserver
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Sample syslog

Jan 19 10:57:10 debian kernel: ttyS3: LSR safety check engaged!

Jan 19 10:57:10 debian kernel: ttyS3: LSR safety check engaged!
Jan 19 10:57:12 debian lpd[390]: restarted
Jan 19 10:57:29 debian dhclient: DHCPREQUEST on eth0 to 192.168.116.254 port 67

Jan 19 10:57:29 debian dhclient: DHCPACK from 192.168.116.254
Jan 19 10:57:29 debian dhclient: bound to 192.168.116.128 -- renewal in 900 seconds.

Date and Time

Source of Event

Sender Application Event Message
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Windows

• Log is controlled by the “Event Log”
service
– A background process
– Write in C:\winnt\system32\config
– Stored in binary format

• Tools provided: Event Viewer
– View it through the Event Viewer
– Can export to text, CSV in Event Viewer
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Windows

• 3 kinds of logs in the Event Viewer
– Application Log

• events logged by applications. For example, a database 
program might record a file error in the application log. 
Application developers decide which events to monitor.

– Security Log
• valid and invalid logon attempts as well as events related to 

resource use, such as logging in/out, creating, opening, or 
deleting files or other objects.

– System Log
• events logged by the Windows system components such as 

drivers, network, printing.
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Sample Windows Event Log
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Windows Event Header
Information Meaning
Type A classification of the event severity: Error, Information, or Warning in the system and application logs; Success Audit 

or Failure Audit in the security log. In Event Viewer's normal list view, these are represented by a symbol.
Date The date the event occurred.
Time The (local) time the event occurred.
Source The software that logged the event, which can be either an application name, such as "SQL Server," or a component 

of the system or of a large application, such as a driver name. For example, "Elnkii" indicates the EtherLink II driver.

Category A classification of the event by the event source. This information is primarily used in the security log. For example, 
for security audits, this corresponds to one of the event types for which success or failure auditing can be enabled in 
the User Manage

Event ID A number identifying the particular event type. The first line of the description usually contains the name of the event 
type. For example, 6005 is the ID of the event that occurs when the Event log service is started. The first line of the 
description of

User The username of the user on whose behalf the event occurred. This name is the client ID if the event was actually 
caused by a server process, or the primary ID if impersonation is not taking place. Where applicable, a security log 
entry contains both the 

Computer The name of the computer where the event occurred. The computer name is usually your own, unless you are viewing 
an event log on another Windows computer.
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Web Server Log - Apache

• Two types of logs
– Error log

• contains error messages encountered by web server during the 
course of operation

• useful for troubleshooting issues on the server side

– Custom log (a.k.a access log)
• common log format

– LogFormat "%h %l %u %t \"%r\" %>s %b" common

• combined log format
– LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" 

\"%{User-Agent}i\"" combined
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Web Server
Common Log Format

• host
– the fully-qualified domain name of the client, or its IP number if the name is not available. 

• ident
– this is the identity information reported by the client. Not active, so we'll see a hyphen (-). 

• authuser
– If the request was for an password protected document, then this is the userid used in the 

request. 
• date

– The date and time of the request, in the following format: 
• date = [day/month/year:hour:minute:second zone] , day = 2*digit 
• month = 3*letter, year = 4*digit 
• hour = 2*digit, minute = 2*digit 
• second = 2*digit, zone = (`+' | `-') 4*digit 

• request
– The request line from the client, enclosed in double quotes (").

• status
– The three digit status code returned to the client. 

• bytes
– The number of bytes in the object returned to the client, not including any headers.
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Sample Web Server Log

192.168.1.59 - - [11/Feb/2004:12:21:57 +0000] "GET / HTTP/1.1" 200 11669

192.168.1.59 - - [11/Feb/2004:12:21:59 +0000] "GET /mcslp.css HTTP/1.1" 200 4828
192.168.1.59 - - [11/Feb/2004:12:21:59 +0000] "GET /weather/images/3.gif HTTP/1.1" 200 
566

192.168.1.58 - - [11/Feb/2004:12:22:21 +0000] "GET /mail/index.cgi?m=v&mbox=com-
mcslp-lbt&id=2532  HTTP/1.1" 200 20656
192.168.1.58 - - [11/Feb/2004:12:22:22 +0000] "GET /mcslp.css HTTP/1.1" 304 0

host

ident authusr

date request

status bytes
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Web Server Log - IIS

• Follows W3C Extended log format
• Contains the following fields (some are not 

enabled by default)
• Date
• Time
• Client IP Address
• User Name
• Service Name and Instance Number
• Server Name
• Server IP Address
• Server Port
• Method
• URI Stem

• URI Query
• HTTP Status
• Win32 Status
• Bytes Sent
• Bytes Received
• Time Taken
• Protocol Version
• Host
• User Agent
• Cookie
• Referrer
• Protocol Substatus
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Firewall Log

• Typically contains the following 
information
– date and time of event
– source (e.g. IP address plus port info)
– destination (e.g. IP address plus port info)
– requested service (e.g. http, smtp, ftp, telnet)
– action (e.g. accept, deny, drop)
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Sample Firewall Logs
Check Point
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Sample Firewall Log
ipfw

Jan 21 00:46:47 HenryNg ipfw:  12190 Deny TCP 221.126.83.189:1827 221.126.232.87:135 in via ppp0
Jan 21 00:46:50 HenryNg ipfw:  12190 Deny TCP 221.126.83.189:1827 221.126.232.87:135 in via ppp0
Jan 21 00:46:53 HenryNg ipfw:  12190 Deny TCP 221.126.255.13:2782 221.126.232.87:445 in via ppp0
Jan 21 00:46:54 HenryNg ipfw:  12190 Deny TCP 221.126.254.233:4226 221.126.232.87:445 in viappp0
Jan 21 00:46:54 HenryNg ipfw:  12190 Deny TCP 221.126.98.233:1670 221.126.232.87:135 in via ppp0
Jan 21 00:46:56 HenryNg ipfw:  12190 Deny TCP 221.126.255.13:2782 221.126.232.87:445 in via ppp0
Jan 21 00:46:57 HenryNg ipfw:  12190 Deny TCP 221.126.254.233:4226 221.126.232.87:445 in viappp0
Jan 21 00:47:08 HenryNg ipfw:  12190 Deny TCP 221.126.252.166:2012 221.126.232.87:135 in viappp0
Jan 21 00:47:11 HenryNg ipfw:  12190 Deny TCP 221.126.252.166:2012 221.126.232.87:135 in viappp0
Jan 21 00:47:50 HenryNg ipfw:  12190 Deny TCP 221.126.135.181:3191 221.126.232.87:135 in viappp0
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Conclusion

• Different systems and applications use 
different log formats

• Logging normally follows a pre-defined 
format

• Date and time is a MUST field regardless of 
log types

• Logs can be centralized for violation 
analysis


