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Types of Logs

e Content

— Information, alerts, warnings, fatal errors
e Source

— applications, systems, drivers, libraries
 Format

— text, binary
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Typical information in Logs

e Date and time of event

 The name of system that generates the event
 The name of application generates the event
* Description of the event

o Category and severity of the event
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Log formats to be explored

e Unix syslog
 Windows Event Log
 Web Server Log

* Firewall Log
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Unix

e System log is controlled by the syslogd
daemon

— A background process

— Write in a directory
 /var/adm/syslog (HP-UX)
e /var/log (Linux)

— Mostly in plain text format
 Directly viewable by a text-editor
e Can be parsed by standard Unix tools like sed, grep
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Facllity vs Severity

Common Facilities Severity Levels
e auth - authentication (login) messages 0 - Emergency (emerg)
e cron - messages from the memory-resident 1 - Alerts (alert)

scheduler . :
: 2 - Critical (crit)
« daemon - messages from resident daemons
3 - Errors (err)

» kern - kernel messages _
. Ipr - printer messages (used by JetDirect cards) 4 - Warnings (warn)

 mail - messages from Sendmail 5 - Notification (notice)
« user - messages from user-initiated 6 - Information (info)
processes/apps 7 - Debug (debug)

* localO-local7 - user-defined (local7 is used by
Cisco equipment and Windows servers)

» syslog - messages from the syslog process itself
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Format of “syslog.conf

facility.severity log-file-name
Examples
kern.* /var/log/example.log

lpr.emerg /var/log/example.log
local7.debug /log/enterprise.log

*x @mylogserver
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Sample syslog

Jan 19 10:57:10| debianj| kernel ttyS3: LSR safetgkleagaged!

Jan 19 10:57:10| debianj| kernel ttyS3: LSR safetgkleagaged!

Jan 19 10:57:1 debian| Ipd[39[]: restarted

Jan 19 10:57:2 debian| dhcliept: DHCPREQUEST on &ili®2.168.116.254 port 67
Jan 19 10:57:2 debian| dhcliept: DHCPACK from 198.166.254

Jan 19 10:57:2 debian| dhcliept: bound to 192.1&31PB -- renewal in 900 seconds.

A [ A A

Source of Even;

Date and Time Sender Application Event Message
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Windows

« Log is controlled by the “Event Log”
service

— A background process
— Write in C:\winnt\system32\config
— Stored in binary format

* Tools provided: Event Viewer
— View it through the Event Viewer
— Can export to text, CSV in Event Viewer
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Windows

e 3 kinds of logs in the Event Viewer

— Application Log

» events logged by applications. For example, aldes@
program might record a file error in the applicatlog.
Application developers decide which events to noonit

— Security Log

 valid and invalid logon attempts as well as eveelated to
resource use, such as logging in/out, creatingpiogeor
deleting files or other objects.

— System Log

» events logged by the Windows system components @siC
drivers, network, printing.
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| acton yew || » BI@ FRB| 2

e | Application Log 896 event(s)
| Type | Date | Time | source | cotegory | Evert |user | computer | %
I N\ warning 1/1812006 12:22:00 P Alert Manager Event ...  None 757 My SCS-WINZK
N\ warning 1/1942008 11:34:35 &AM Alert Manager Event ... None 267 it SCS-WINZK -
Dirformation  1/19/2006 8:26:54 6M  SceCli Neone 1704 NiA SCS-WINZK
@Information 1Haf2006 5:57:26 PM McLagEvent Mone S000 SYSTEM SCS-WINZE
(Enformation  1/18/2006 3:09:49PM  Scecli Nane 1704 MfA SCSWINZK
) trformation 1j17]2006 2:55:144 PM  SeeCli Neone 1704 NiA SC5-WINZK
@Infofl’ﬂtbn 1,I'1?,I'2006 5:37:13PM McLogEvent MNone S000 SYSTEM SCS-WINZE
(Eirformation  1/17/2008 4:27:398M  Scedi None 1704 MiB SCSWINZK
N\ Warning 1/1642008 1:04:39PM  Alerk Managsr Event 1.,  None 257 MY SCS-WINZE
Warning 11642006 1:04:39PM  Alert Manager Event 1,..  None 257 s SCS-WINZK
N warning 1/16/2006 1:04:39PM  Alerk Manager Event 1.,  None 257 My SCS-WINZEK
%waning 1/1642008 10107 M Alert Manager Event 1., None 757 M SCSWINZK
Warning 1}16/2006 1:01:07 PM  Alert Manager Event 1.,  None 257 ey SCS-WINZK
Warning 1/1612006 1:01:05PM  Alert Manager Event 1., None 757 NiA SCS-WINZK
N\ warning 1/1612008 12:13:08 PM  Alert Manager Event ...  None 757 H SCS-WINZK
N\ Warring 1/1642008 12:03:07 PM  Alert Manager Event 1., None 257 M SCS-WINZK
8\ warning 1/16i2006 12:13:07PM  Alert Manager Event ...  None 757 7y SCS-WINZK
EIrformation  1/16{2008 11:08:35 &M Scecli Mone 1704 MR SCT-WINZK
@Infmmatbn 1162006 9:258:03 AM MSDTC SWC 4097 A SCS-WINZK
Eirformation  1/16/2006 9:27:59AM  eEye Application Bus Mone 108 HyA SCS-WINZK
@Infornation 1,1’16,#2006 9:27:46 AM ‘WMDM PMSP Service MNone 108 NQ'A SCS-'WINZE
Erformation  1/16/2006 92745 4M  MclogEvent Nane 5000  SYSTEM SCS-WINZK
(EIrformation  1/16/2008 2:27:134M  BigBrotherCliert More 2e8 (T SCS-WINZE
°Error 1/1842008 9:24:32 AM Usereny More 1000 SYSTEM SCS-WINZK
Eirformation  1/15/2008 6i57:23PM  Scedi Hone 1704 Nje SCS-WINZEK
Erformation  1/15/2008 1:45:18 &M Scedli Naone 1704 WA SCS-WINZK
@Irfmmakm 1}14f2006 5:06:53 PM McLogEvent MNone 5000 SYSTEM SCS-WINZK
@Information l,ll 14,!'2006 8:58:13 AM Scedcli MNone 1704 Nf'h SCS-WINZK
@Irfomation 1/1312006 5:05:50 FM McLogEvent MNone S000 SYSTEM SCS-WINZE
Erformation  1/1312006 JEPO7PPM  SceCl Nere 1704 M6 SCSWINZE
(&) 1rformation 1}1242008 10:25:01 PM  Scecli None 1704 NiA SCS-WINZK
Eirformation  1/12/2008 5:3430PM  MclogEvent Mane 5000 SYSTEM SCT-WINZK
N\ warning 1}1212006 5:33:08FM  Alert Manager Event 1.,  Nore 757 MY SCS-WINZK
Erformation  1/12/2006 30330PM  MSDTC NC 4007 A SC5-WINZK
Oirformation  1/12/2006 303:25PM  eEye Application Bus Mone 105 T SCS-WINZK
@Infcfmation 11212006 3:03:13 PM McLagEwent MNone s000 SYITEM SCS-WINZE
| Cj_,)lnfamation 1/1212008 JOTAZPM WMDM PMSP Service Nerie 105 N SCS-WINZEK =

| | |
Botet| | 4B GO >@OW || Mo | g | ista| Ghes..| E)sec..| Yuve. | @11 [[eve.. CHLUATVES 20m 11
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Windows Event Header
[nformaton __ Meaning ]

Type A classification of the event severity: Error, imf@tion, or Warning in the system and applicat@s; Success Aud
or Failure Audit in the security log. In Event Vierss normal list view, these are represented lyynhd.

Date The date the event occurred.

Time The (local) time the event occurred.

Source The software that logged the event, whiclbeagither an application name, such as "SQL Séormea componeni

of the system or of a large application, such dsvar name. For example, "Elnkil" indicates thaefLink 11 driver.

Category A classification of the event by the egentrce. This information is primariy used in teewity log. For example,
for security audits, this corresponds to one oetlent types for which success or failure audtiug be enabled in
the User Manage

Event ID A number identifying the particular eveypie¢. The first ine of the description usually @mé the name of the event
type. For example, 6005 is the ID of the eventadleatrs when the Event log service is started fiffdine of the
description of

User The username of the user on whose behalf ém¢ evcurred. This name is the client ID if thergweas actually
caused by a server process, or the primary IDp#nsonation is not taking place. Where applicabiggcurity log
entry contains both the

Computer The name of the computer where the eventred. The computer name is usualy your ownssneu are viewing
an event log on another Windows compuiter.
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Web Server Log - Apache

e Two types of logs

— Error log

e contains error messages encountered by web stuvieg the
course of operation

 useful for troubleshooting issues on the serva si

— Custom log (a.k.a access log)
e common log format
— LogFormat "%h %l %u %t \"%r\" %>s %b" common
e combined log format

— LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\"
\"%{User-Agent}i\"" combined
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Web Server
Common Log Format

host

— the fully-qualified domain name of the client,iter IP number if the name is not available.
ident

— this is the identity information reported by thHiewt. Not active, so we'll see a hyphen (-).
authuser

— If the request was for an password protected deatinthen this is the userid used in the

request.
date
— The date and time of the request, in the followorgnat:
« date = [day/month/year:hour:minute:second zone] , day miz*d
* month = 3*letter, year = 4*digit
* hour = 2*digit, minute = 2*digit
» second = 2*digit, zone = ("+'| -") 4*digit
request
— The request line from the client, enclosed in d®gjoiotes ().
status
— The three digit status code returned to the client
bytes

— The number of bytes in the object returned toctiemt, not including any headers. 14



Sample Web Server Log

192.168.1.59 - - [11/Feb/2004:12:21:57 +0000] "GHEITTP/1.1" 200 11669
192.168.1.59 - - [11/Feb/2004:12:21:59 +0000] "GE€<Ip.css HTTP/1.1" 200 4828

192.168.1.59 - - [11/Feb/2004:12:21:59 +0000] "GE €dther/images/3.gif HTTP/1.1" 200
566

192.168.1.58 - - [11/Feb/2004:12:22:21 +0000] "GE&ilfmdex.cgi?m=v&mbox=com-
mcslp-Ibt&id=2532 HTTP/1.1" 200 20656

192.168.1.58 - - [11/Feb/2004:12:22:22 +0000] "GE€<lp.css HTTP/1.1" 304 O

AN A

ident authusr status bytes

host date request
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Web Server Log - lIS

* Follows W3C Extended log format

e Contains the following fields (some are not
enabled by default)

Date  URI Query
e Time « HTTP Status
o Client IP Address * Win32 Status
» User Name * Bytes Sent
« Service Name and Instance Number ° Bytes Received
« Server Name « Time Taken
« Server IP Address * Protocol Version
e Server Port * Host
* Method « User Agent
 URI Stem  Cookie

 Referrer

* Protocol Substatus



Firewall Log

« Typically contains the following
Information
— date and time of event
— source (e.g. IP address plus port info)
— destination (e.g. IP address plus port info)
— requested service (e.g. http, smtp, ftp, telnet)
— action (e.g. accept, deny, drop)
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Sample Firewall Logs
Check Point
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Sample Firewall Log

Ipfw

Jan 21 00:46:47 HenryNg ipfw:
Jan 21 00:46:50 HenryNg ipfw:
Jan 21 00:46:53 HenryNg ipfw:
Jan 21 00:46:54 HenryNg ipfw:
Jan 21 00:46:54 HenryNg ipfw:
Jan 21 00:46:56 HenryNg ipfw:
Jan 21 00:46:57 HenryNg ipfw:
Jan 21 00:47:08 HenryNg ipfw:
Jan 21 00:47:11 HenryNg ipfw:
Jan 21 00:47:50 HenryNg ipfw:

12190 Deny TCP 221.126.83.189:1827 221.126.232.87:135 in via |
12190 Deny TCP 221.126.83.189:1827 221.126.232.87:135 in via |
12190 Deny TCP 221.126.255.13:2782 221.126.232.87:445 in via |
12190 Deny TCP 221.126.254.233:4226 221.126.232.87:44%pp0via
12190 Deny TCP 221.126.98.233:1670 221.126.232.87:135 in via |
12190 Deny TCP 221.126.255.13:2782 221.126.232.87:445 in via |
12190 Deny TCP 221.126.254.233:4226 221.126.232.87:44%pp0via
12190 Deny TCP 221.126.252.166:2012 221.126.232.87:13pp0via
12190 Deny TCP 221.126.252.166:2012 221.126.232.87:13pp0via
12190 Deny TCP 221.126.135.181:3191 221.126.232.87:13pp0via

pp0
pp0
pp0

pp0
pp0
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Conclusion

Different systems and applications use
different log formats

Logging normally follows a pre-defined
format

Date and time is a MUST field regardless of
log types

Logs can be centralized for violation
analysis
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