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NetStumbler

NetStumbler is a tool for Windows that allows you to
detect Wireless Local Area Networks (WLANS)

using 802.11b, 802.11a and 802.11g. It has many
uses:

o Verify that your network is set up the way you intended.

o Find locations with poor coverage in your WLAN.

o Detect other networks that may be causing interference on your network.
e Detect unauthorized "rogue™ access points in your workplace.

o Help aim directional antennas for long-haul WLAN links.

o Use it recreationally for War Driving.



NetStumbler

Preparation

1. Download the tools and install on the scanning laptop
computer

NetStumbler 0.4.0 for Windows (Freeware)
http://www.netstumbler.com/download.php?op=viewdownload&cid=1&orderby=hitsD

2. Collect the full list of school access points (including SSID
and MAC address) from school IT administrator

3. Turn off the TCP/IP protocol of the scanning laptop
computer



NetStumbler

Scanning within and outside the school area

o Start the NetStumber program to scan the wireless network around the
scanning PC

o Walk very slow within/outside the school area to capture all available
wireless access point

e Monitor the log window
— Scanning within school area
Any access point that is not belong to school
(Note: If the access point signal is very high e.g. 50-60db
and no nearby building, it may be unauthorized access point)
— Scanning outside school area
Any school access points appear on screen
 Save the capture log for further analysis



NetStumbler

NetStumbler - Sample Output 1



NetStumbler

NetStumbler - Sample Output 2



NetStumbler

NetStumbler - Sample Output 3



Synaptic
Synaptic Is a graphics mode software package

Installer/remover for rpm based (eg. RedHat, Fedora)
or deb (eg. Debian) based Linux systems.

Installation

* Pre-requisites - Download and install APT (Freeware, Synaptic base on this
command line mode software package installer/remover )

http://ftp.freshrpms.net/pub/freshrpms/redhat/

« Download Synaptic (Freeware)
http://ftp.freshrpms.net/pub/freshrpms/redhat/

« Type “rpm —ivh <rpm filename>" command to install the software




Synaptic

Synaptic - Program interface



Synaptic

Click “Update” to retrieve the latest package version

It shows the following information:

Software package name

Installed version

Available update version

Summary of the software package function
Dependency of other software package



Synaptic

Use “Filters” pull down menu to list out the package information of your
system eg. Installed, Not Installed, Upgradeable etc.



Synaptic

Select the package which you want to upgrade or install and click “Install”
button. The program will check the dependency of other software before
installation



Synaptic

Click “Proceed” to deploy the package immediately. Or you can click the
“Perform package download only” checkbox to download the package to the
archive directory and install later by yourself.



Synaptic
Built-in package management software for
other common Linux distributions

« SuSE - YaST Online Update (YOU)
http://www.suse.de/~nashif/autoinstall/you.html

« Mandrake — Mandrake Update
http://www.mandrakelinux.com/en/demos/Spotlight/SoftwareMaqgr/
e Turbolinux — Zabom

http://www.turbolinux.com

« Slackware — pkgtool
http://www.slackware.com/config/packages.php

« (Gentoo — Portage
http://www.gentoo.org/doc/en/handbook/handbook-x86.xml|?part=2&chap=1

e ThizLinux — download from the offical website directly
http://www.thizlinux.com/




DumpSec

DumpSec Is a security auditing program for Microsoft
Windows NT/2000. It dumps the permissions (*DACLS)
and audit settings (*SACLSs) for the file system, registry,
printers and shares in a concise, readable format, so that
holes in system security are readily apparent. It also

dumps user, group and replication information.

DACL - Discretionary Access Control List
SACL - System Access Control List



DumpSec

Installation

Download DumpSec (Freeware)
http://www.systemtools.com/cgi-bin/download.pl?DumpAcl

Target
Performs the checking on the critical servers or computers

— File server, Domain Controller etc.



DumpSec

Review user group settings

On the Report menu, click Dump Groups as table function and then select
Group, GroupType, Member and MemberType into the selected fields.



DumpSec

DumpSec - Sample output 1

« Save report as Tab separated cols format log file for later
analysis.



DumpSec

Use Microsoft Excel to filter the found user group information

1. Import the result log file to Microsoft Excel and choose “Tab” as the
delimiter to separate the fields of output file.

2. Use the data filtering function to check the user group assignment
- Review if the user list in “Administrators” group are appropriate
- Review if the user list in the critical user groups are appropriate

DumpSec — Sample Output 2



DumpSec

Review the permission settings of shared file directories

On the Report menu, click Dump Permissions for Shares function



DumpSec

DumpSec - Sample output 3

« Save report as Tab separated cols format log file for later
analysis.



DumpSec

Use Microsoft Excel to filter the found share file directories information

1. Import the result log file to Microsoft Excel and choose “Tab’ as the delimiter
to separate the fields of output file.

2. Use the data filtering function to check the file directory share permission

granted
- Review the file directory shares where “Everyone” access is allowed.

- Review if the permission setting of critical file directory shares are appropriate

DumpSec — Sample Output 4



